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Computer 
Forensics



Cookies 
and deleted 
files



Online 
History



Cell Phones



Your life:
In Searchable 
Format
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•

•

•



Accessing Cell 
Phone Data

• Copy limited data: free 
software
• e.g. MOBILedit: 

mobiledit.com/mobiledit-forensic

• Complete copy: Cellebrite



Cell Phone 
Location 
Tracking



Location: Stingray Tracking



Cell Site Location Data: Prosecution



Cell Site Location Data: Defense



Cell Site Location Data: Defense



Google 
Maps 

Location 



Geofence 
Tracking

• In widespread use for advertising purposes

• Accessible to law enforcement

• Google has said they receive ~180 requests by police 
per week



Social Media



Body Worn Cameras



Body 
Worn 
Cameras

ACLU:

Of the 65 law enforcement 
policies reviewed, zero 
require individuals to be 
notified that they are being 
recorded; less than 20% 
require officers deactivate 
the camera when entering 
a home if the resident 
requests the camera be 
turned off; no policies 
provide provisions to 
protect victims of domestic 
violence; and most do not 
lift the activation of BWCs 
in school settings.



Facial 
Recognition 
Technology



Prevalence of U.S. law 
enforcement face recognition

www.banfacialrecognition.com/maps



The Mississippi 
Department of Public 
Safety (MDPS) has 
selected FACES 
composite image 
technology from IQ 
Biometrix for its state 
investigators.

The ID code generated 
by the software allows 
composite evidence to 
be easily transmitted 
between authorities in 
the state's 82 counties, 
its regional district 
offices and the MDPS 
headquarters in 
Jackson.

http://www.dps.state.ms.us/
http://www.dps.state.ms.us/
http://www.dps.state.ms.us/


Facial Recognition Technology



Big Data

Predictive policing and 
digital surveillance



Gang 
Database

• Total number of people: 42,433 
(as of February 2018)

• Since 2014 (when NYPD’s stop-
and-frisk practices ruled illegal) 
grew 70%, 342 new people per 
month 

• 99% of people on gang 
database are nonwhite

• No way to know if you’re on it



911 Analytics

• Address; Caller name and phone number; 

• Linked to full database

• Screen shots from NYPD video at: (98) 2016 Edelman 
Finalist NYPD - YouTube

https://www.youtube.com/watch?v=dOwu4SMbVl4
https://www.youtube.com/watch?v=dOwu4SMbVl4


911 Analytics
All 911 calls routed to  all officer’s 
phones



911 Analytics

• Information for specific 
location linked to each call:

• 911 EDP

• Domestic Incidents

• Arrests

• Complaints

• Warrants

• Icards 



911 Analytics 

Information and photographs of people 
connected to specific addresses



- Algorithmically finds “patterns” linking 
complaints 

- Initially just burglary, robbery, and 
grand larceny

- Built in-house by the NYPD

- NYPD boasts it’s no more 
discriminatory than random pair of 
NYPD arrests

PATTERNIZR



Gang Database Over inclusive and 
vague criteria



DOMAIN 
AWARENESS 
SYSTEM 
(DAS)

DAS can “track where a car associated with a 
suspect is located, and where it has been in past 
days, weeks or months,” or “if a suspicious 
package is left at a location, the NYPD can 
immediately . . . look back in time and see who left 
it there” and where that person went

- Former NYPD Commissioner Ray Kelly







NYPD’s Big Data 
is for sale

NYPD often develops systems to 
roll out elsewhere

Domain Awareness System = 
NYPD/Microsoft joint initiative

Licensed out  to other cities with 
30% cut to New York



Alice L. Fontier Managing Director

afontier@ndsny.org
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